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O el cliiees
XOR differntial attack

e Firstly introduced by Biham and Shamir which becomes a
powerful tool in cryptanalysis of block ciphers today

e Aims to analyze how particular XOR differences in plaintext pairs
affect the XOR differences of the resultant ciphertext pairs

o It has been developed into many variants which were used to
analyze various cipher primitives
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Modular differential attack

o Introduced to analyze hash functions by Wang etc, the adversary
cancels the unwanted avalanche arisen from a given input
difference by various bit-carry control techniques and finds a
specifically optimized differential path

@ Then determines a set of sufficient bit conditions to result in the
specifically differential path

e Finally the adversary fulfills various techniques including message
modifications to guarantee more bit conditions hold, and this
improves the success rate of the attack a lot
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Differential attack Conditional differential attack

Conditional differential attack

e Introduced by Knellwolf, Willi Meier and Naya-Plasencia (2010) to
analyze NLFSR-Based Cryptosystems

e Combine bit conditions and message modifications with classic
differential attack

e Also applied to analyze Grain-128a(with cube attack), Trivium,
and Katan etc

e Improved differential attack on Speck by Dinur
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Applied to SIMON: Bitwise Round Function

Following is the joint work of Ning Wang, Xiaoyun Wang, Keting Jia
and Jingyun Zhao.

! (s0)_
(&
SZ

Li = Ri_1®F(Li1)® K1,
Ri == Li—h

Where, F(z) = (z < 1) N (z K 8) & (z « 2)
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Bitwise Round Functions

o Let Li = {Xi, Xi ..., Xi .}, R = {Xj,Xi,...,Xi_,}, and
Ki={Ki K! . K _}

e Round function

(vl i—1 i—1 i—1 i—1
Xjen = Xrnmnin D XGrenrn) @ X(rapnin © X @ K;

Xi=Xi0,7=01..,n-1
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Key Schedules

@ The key schedules generate a sequence of n, round subkeys
{K°, ..., K™~} from the master key {ko, k1, ..., km_1}. For
different key lengths mn, the key schedules are given as follows,
when i =0,1,...,m—1, K = k;; and when i = m,m+1,...,n,

if m=2 K =c®(2)icm @K@ (K7™ > 3) @ (K7™ > 4),
if m=3 K =c®(2))icm @K@ (K™ 2 > 3) @ (K™% > 4),
if m=4, K'=c®(2)icm @K@ K™ g (KimmH s 1)

BKT™H > 3) @ (K™ > 4).
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Important Observation

Given two inputs X*~! and (X*!') of the i-th round, where

AX'™'=X""'® (XY, and an equation AX/T) = b, where b= 0 or

1, we can find all the solutions of the 2-bit subkey ( ' it

1—1 )
(G+1)%ns “* (5+8)%n

which satisfies the equation depending on the following 5 cases.

) ) ) 1
@ When (AX(Zj+1)%n+n’ AXZj+8)%n+n) = (0,0) and AXZj+2)%n+n &3} AX;-+n
there is no solution.
) ) ) 1
© When (Ang+1)%n+n, AXZj+8)%n+n) = (0,0) and AXZ‘jJrQ)%nJrn OAX =D

there are 4 solutions .
© When (AX(ij+1)%n+n, AX(ij+8)%n+n) = (0, 1), there are two solutions.

@ When (AX(ij+1)%n+n, AX(ij+8)%n+n) = (1,0), there are two solutions.

© When (AX(ij+1)%n+n’ Ang+8)%n+n) = (1,1), there are two solutions.

=ba1,

i

This means that we can reduce the number of subkey bits

guessed depending to specific values in selected path.
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Bit Cryptanalysis in Differential Attack

Differential Attack on 21-Round SIMON32

o 13-round differential with probability 272856

by Biryukov
Dy : (0000,0040) — (4000, 0000).

given
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Differential Attack on 21-Round SIMON32

o Bit conditions on the 4 top rounds and 4 bottom

rounds

Round Input Differences of Each Round
0 0*017****7*000’0***7*1**’****’0*0*7****
1 *000,01** 0*00,000* 0*01,**** *000,0***
2 0*00,0001,¥000,0000,*000,01** 0*00,000F%*
3 0000,0000,0100,0000,0%¥00,0001,*000,0000
4 o0ooo0,0000,0000,0000,0000,0000,0100,0000

4 — 17 13-round differential D1
17 0100,0000,0000,0000,0000,0000,0000,0000
18 *000,0000,0*%00,0001,0100,0000,0000,0000
19 0*00,000%* *000,01** *000,0000,0*¥00,0001
20 *000,0*¥** 0*01,**** 0*¥00,000* *000,01 **
21 0*0*’****7*1**’****’*000’0***’0*017****

(THU) Bit Cryptanalysis on Symmetric
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Bit Cryptanalysis in Differential Attack

Conditions Independent of Subkeys

o There are 10 conditions on the input difference of
plaintexts, 10 conditions on ciphertext differences,
16 conditions from round 1 and round 20 are
independent of subkey bits

Round Numl?e'r of Bit Conditions of the i-th Round
Conditions
AX‘f% =0, Ax‘l’% =0, AX‘f% =1, AX%5 =0, AxéJG =0,
0 10 AXY, =0, AX3 =0, AX] =1, AX{ =0, AX{; =0
AX{g =0, AX{q =0, AX3, =0, AX], =1,
1 8 AXL, =0, AX3g =0, AXig =0, AX2y =0
AX3V =0, AX7Y =0, AXZU =0, AXgY =0,
20 8 Ax?g =0, AX?? =0, AX38 =0, AX%Q =1
AX];é =0, Axggl =0, Axgzg =1, Axf; =0, Axgzl =0
21 10 AX31 =0, AX41 =0, AXSI =0, AXlé =0, AXlll =1
Bit Cryptanalysis on Symmetric
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Bit Cryptanalysis in Differential Attack

How Many Subkey Bits Guessed by Dynamic
Techniques

o There are 28 conditions in bold from rounds 2-4
and 17-19 which are related to subkey bits

o There are totally 50 bits of subkey involved in 28
conditions

o In fact, only 24.26 bits are guessed by
dynamic key-guessing techniques
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Bit Cryptanalysis in Differential Attack

How to Remove the Redundancy of Subkeys
A X3 =0 means,

AXYH = AXy N X & AN & AXY,
Xy = (XHNXY) e X3 @ X @ Ky

From X1, = 0, we deduce that,
o (AXL,, AXL & AXY) = (0,1): No solution of K,
(filtered in advance)

o (AX,, AXL ® AXY) = (0,0): 2 solutions of K,
without any computation

o AXJ], =1, both for AXl, & AXY =0 and 1: one
solution.

Only one case has two solutions
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Bit Cryptanalysis in Differential Attack

How to Remove the Redundancy of Subkeys

A X3, = 0 means,

AX3 (AX3 N X5) @ (X3 NAXG,)
= B(AX3 NAXY,) & AX]; & AXY,
X3 = (X[sNXY%) X X7 @ Ky,
X212 - (ng ﬁX:?o) @X&@Xé) @Kg-
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Bit Cryptanalysis in Differential Attack

How to Remove the Redundancy of Subkeys

Find solutions of (K, K¢) from the values of (AX}; |
AXs , AXis ® AXy),
e (0,0,1): no solutions
o (0,0,0): no subkey bit in AXZ,, and 4 solutions.
o (0,1,0) or (0,1,1): one solution of K{s, 2 solutions.
o (1,0,0) or (1,0,1): one solution of K, two solutions.
o (1,1,0) or (1,1,1): one solution of K{s & K{, two
solutions.

Only 0.75 bits key- guessing on average
rather than 2 bits( subkey bits involved) in
traditional attacks
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Bit Cryptanalysis in Differential Attack

Bit Conditions to Construct Data Structures

@ Divided the plaintexts into 2 structures (10
necessary conditions on plaintexts, 8 necessary
conditions on the first three rounds): 2! plaintexts

for each.
o Build the following 8 equations X ]1 =
(X(()j+1)%n+n M X(Oj+8)%n+n) D X?j—k?)%n—i—n > on—n?

where 7 = 18,19, 20, 21, 27, 28, 29, 30.

o Because there are 10 conditions on plaintexts,
we fixed 10 bit X? as constants, and obtained
each structure by traversing 14 free plaintext
bits and solving the above equations system.

Build data structures by solving bit equations
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Bit Cryptanalysis in Differential Attack

Summary of Differential attacks on SIMON: 2-4
More Rounds

Cipher Rounds Attacked Rounds Time Data Reference
18 216 2312 Abed et al. in FSE2014
SIMON32/64 39 19 234 231 Biryukov et al. in FSE2014
21 255.25 231 New Results
19 252 276 Abed et al. in FSE2014
SIMON48/72 36 20 252 246 Biryukov et al. in FSE2014
23 263.25 247 New Results
19 276 240 Abed et al. in FSE2014
SIMON48/96 36 20 275 246 Biryukov et al. in FSE2014
24 287.25 247 New Results
26 297 263 Abed et al. in FSE2014
SIMONG64/96 42 26 289 2063 Biryukov et al. in FSE2014
28 282.75 263 New Results
26 2126 263 Abed et al. in FSE2014
SIMONG64/128 44 26 2121 263 Biryukov et al. in FSE2014
29 2114.75 263 New Results
- 35 293-3 2932 Abed et al. in FSE2014
SIMON96/96 52 37 295 295 New Results
35 2T0T.T 2932 Abed et al. in FSE2014
SIMON96/144 54 37 2130.75 295 New Results
stoN1zs/125 | o iS G | G | et
46 2142.0 2125.6 Abed et al. in FSE2014
SIMON128/192 69 49 2183.25 2127 New Results
46 2206.0 2125:8 Abed et al. in FSE2014

-
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Bit Cryptanalysis in Linear Attack

Dynamic Key-guessing in linear attacks

Following is the joint work of Huaifeng Chen and Xiaoyun
Wang, FSE 2016

Guess K¢ [fa(x, kallke) Sp
= k > G
y=flak) Sa IB(z,kB||kc

Figure: When k¢ is known, the set of x can be splitted to two sets. f is
independent of kp in set S4 and independent of k4 in set Sp.

Example:y = f(x,k) = (zg @ ko)&(x1 @ k1), compute the bias of y where V[z]
denotes the numer of z. GUESS ky and SPLIT the x into two sets

@ For the x with xg = kg, initialize a counter Ty and set
To = V[0]|zo] + V[1]|mo] (1 addition)

@ For the z with x¢g = kg @ 1, initialize a counter T; and set
Ty = V[0]|zo] — V[1||z0] (1 addition)

o COMBINATION B(y) = Ty + (—1)"1 T} (2 additions)

o TIME: (22 x 22 =2%) — (2 x (1+1+2) =2%)
Bit Cryptanalysis on Symmetric 22 / 37



Linear Hulls of Simon

@ For Simon32/64, the linear hull used in the attack is

with potential &2

— 2—30.19 i

i i+13
X155 = Xg13

n [2].

BS Input Active Bits Output Active Bits ALH
32 X7 o X3 5—31.69
o S

Xi XHM,X};;“ 3—3256

48 XioXi a1 X110 XRo Xkoa7 X£+515 XL+15’X1L’{+715 sz+1115aX;?+11§ 2= 441t
X1 .6 XL,14° X118 X122 XR.16 X XZ+21(§J’X1+15 X;%+11§7X;%+215)’X;%+525 2”22

X1,,1 X050 X121 XR,23 X X Xaos 2”92

64 X120 XL 24 X 20 XZB?,X?‘%,X;;;; 276258
Xz,G X2+021 X1+21 X}L%+621 X?»;& 2—60.72

X713 XL 27 X1 31> Xk 29 XH—M XH— X2 276583

96 Xi.20 X 340 XL 38 Xb 420 Xhus0 x50, Xz+52()’X7L+4g’X;%+gO X1+2(()) 2~
128 X120 X} 580 X162 X k.60 Xie0 X0 Xina. X};gslvx;;g; 2~ 1266

* BS means the block size of SIMON; #R means the number of rounds for the linear hull
[1] Mohamed Ahmed Abdelraheem et al. IACR Cryptology ePrint Archive 2014/681, 2014
[2] Danping Shi et al.IACR Cryptology ePrint Archive 2014/973, 2014

[3] Siwei Sun et al. IACR Cryptology ePrint Archive 2014/747, 2014




Boolean representation of X! . and X}

@ One round backward for X ZL 5

Xis=X  &Xi )0 X3 0 X5, @K =10 @ ko.
——

xo kO

@ Four rounds backward for X275: X275 = f(z, k) where

f(z, k) =x0 @ ko & ((z1 @ k1)&(z2 © k2)) ® ((z3 @ k3)&(wg © k4))®
[(z5 @ ks © ((z6 © ke)&(x7 © k7)))& (x5 © kg © ((z9 @ ko)&(x7 © k7)))]D
{(z10 ® k10 ® (w6 © ke)&(z7 © k7))
[(z11 ® k11 ® ((z12 © k12)& (213 @ k13)))& (214 D k14 © ((23 © k3)&(z13 © k13)))))&
(z15 © k15 © ((z7 @ k7)& (w9 ® ko))
[(z14 ® k14 ® (w13 © k13)&(23 @ k3)))& (216 © k16 © ((z3 @ k3)&(za © ka)))])},

xg, ..., T16 can be computed from X4, ko, ..., ks are the xor-sums of
some bits of K*=4,... K'~1 (See the following table)

@ Four rounds forward for X };11:;3 : similar to that above

(THU) Bit Cryptanalysis on Symmetric 24 / 37



Bit Cryptanalysis in Linear Attack

Table: 4 rounds before X275 for SIMON32

1—4 1—4 1—4 T—4 1—4 1—4 7—3 7—3 T—2
z0 XL,_134€B (Xp 148X 7)) @ Xp 15 @ Xy ko Kis ?K1 S Ky " K;
OX; . OK ™
[ XL XL D & Xh g PR
i1 =7 T—1 T4 T
2 Xp7 @ (X g&Xp 1) ®Xpy k2 Kg
x3 X} 5 @ (X} 3&X] 15) ® Xpy 4 k3 K, *
T4 X};141 @ (XlLil42&XlLf54) ® X;%7143 ka Ki§4
w5 | X714 ® (Xp 58X @ X506 X7 5 ks | Ky @K °©
=71 e =1 =4
z6 Xpas® (Xpo&Xp o) ®Xp ke K
=1 e =1 =1
7 Xps ©(Xpo&XH)® Xk k7 Kio
w8 | X, ®(Xpo&Xp @& Xpo & X7 1 ks | Ky "@Kj°©
=71 P =1 =1
9 Xpq ©@ (X 2&X]11) ® Xp g ko K3
=1 =1 =1 T - - - -
210 XL,1_4 ? (XLJ45&XL‘S )4@ Xkro k10 K874 o K;73 o KZL—4 o Ki—z
71— 71— 71—
. s
71— 71— 11— 11— = 11— 71—
11 XLIAE)@(XLQ&XLE)@XR'EGBXL'S k11 Ki 4@1{3
T12 Xpo ® (Xp1&Xp10) ® Xp o k12 Ky~
T—7 s =4 T - =7
13 Xpo ©(Xp 104X 3) ® Xp 1y k13 Ky
v | Xp o ® (Xpo&X7 ) ®Xp o & X b ki | Kig ' ©Kip°
XitoxiJexi hexnd i—4 i—3 i—4 i—2
L12%%L 5 R,13
=1 =7 =7 =7 =71 =7 =3
16 Xia QB(XZ‘Q&XZ 1) O X3 X kie Ky "o Kg

Notice: z10 = z3 @ x5, %15 = x4 D x8

HU) Bit Cryptanalysis on Symmetric
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Compute the bias of f

@ 15 independent bits for x since 19 = x3 ® =5, T15 = T4 D Tg

o Compress xg since f(x,k) is linear with xo @ ko, 14 independent bits
remain
o Guess ki, ks, k7. CASE (21 @ k1,23 @ ks, x7 @ k7)
e (0,0,0)
o f= foo
foo =((z5 @ k5)&(xzs ® kg)) ® {(z10 ® k10 ® [(z11 ® k11 ® ((z12 ® k12)&(213 ® k13)))

&(z14 © k14)])& (215 D k15 © [(z14 ® k14)& (w16 D k16)])}

o 8 independent bits of x remain (z10 = z3 ® x5)
o 7 additions to compress the other bits of x
o Getting new counters needs 2% x 7 additions

e (0,0,1),...,(1,1,1) similar to (0,0,0)
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Compute the bias of f

o Guess ks, k14 and split the x into 4 sets

Table: Simplification for fyg after guessing ks, k14

Guess Value foo Related ]
0,0 (10 @ k10)& (215 D k15)
ks, k1a 0,1 (10,11 ® k10,11 ® ((z12 © k12)& (213 @ k13)))&(z15,16 © k15.16)
’ 1,0 (z10 @ F10)& (215 @ F15) ks
1,1 (210,11 ® k10,11 @ ((z12 @ k12)&(z13 @ k13)))& (15,16 © F15,16) kg

e Case (0,0),(1,0)
o Getting new counters: 2% — 2 additions
e Similar to the example, however there is dependence between x5
and x19, computing the bias needs no more than 22 additions
e Case (0,1),(1,1)
o Getting new counters: 26 — 2% additions
o Computing the bias needs about 2°:% additions

e Total time 22 x ((26 — 2+ 22 426 — 2% 4 25:64) x 2 4 28) x 21119
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Attacks on Simon32/64

@ Time of computing bias of f is about

((2° x 74+2M19) x 84213 x 7) x 23 = 21940
o Data N =2e 2 =23119 advantage a = 8,
success probability 0.477 [SB02]
@ 21-round (4+13+4) attack: 23584 Additions + 2°6 Encryptions
@ 22-round (4+13+4) attack: 24884 Additions + 2°¢ Encryptions
@ 23-round (4+13+4) attack: 26184 Additions + 2°6-3 Encryptions

(THU) Bit Cryptanalysis on Symmetric 28 / 37



Bit Cryptanalysis

Table: Summary of Linear Hull Attacks on SIMON

Cipher Attacked rounds Data Time Reference
21 23056 25556 Abdelraheem et al
SIMON32/64 21 - - [?] Shi et al
23 23119 26181 4 | 2563 New result
StMON48 /72 20 Z:i';; — 270.6T Abdelraheem et al
24 247 28789 4 | 26531 New result
21 21411 270.61 Abdelraheem et al
] 21 - - Shi et al
SIMON48/96 23 23792 292.92 Sun et al
25 24792 28989 4 | 28828 New result
SIMON64/96 27 22§ZZ — 2 ‘5388 - Abdelraheem et al
30 2°° 29204 A 4 2°%-°F New result
29 262.53 2123.53 Abdelraheem et al
SIMONG4 /128 29 - - Shi et al
31 263.53 2119.82 4 | o120.00 New result
SIMON96/96 37 2952 267947 | 288 New result
SIMONO6/144 36 2972 21235 Abdelraheem et al
38 295-2 29892 4 | 2136.00F New result
SIMON128/128 49 21276 28777 A 2120 New result
STMON128,/192 48 2iiii S 2187'61 Abdelraheem et al
51 2 . 2 TTA 218200 Our result
SION128/256 50 22‘;‘; o 27426 Abdelraheem et al
53 2 . 2 TTA 4 223801 New result

*

HU)

-> means not given; A means addition; E means encryption;

Bit Cryptanalysis on Symmetric
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Bit Cryptanalysis in Cube Attack

The following is the joint work of Senyang Huang, Meiqin
Wang, Jingyuan Zhao, Xiaoyun Wang.

key|message
./YL ——> tag
bitrate o (round-reduced)
Keccak-f[1600]
permutation

capacity

Figure: construction of Keccak-MAC

@ Degree of operation y in Keccak Sponge function is two. n-round
Keccak-MAC is of 2" + 1 degree at most.

o Keccak sponge function produces very fast diffusion that one bit
may influences 33 bits in the next round.

Therefore, adding bit conditions to reduce degree of output polynomial
is inflexible.
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Bit Cryptanalysis in Cube Attack

Figure: Propagation of a variable with and without bit conditions

Our strategy:
e Add bit conditions to slow down the propagation.

@ Select variables not multiplied with each other in the second round
under the control of bit conditions.

e Prove that the target term does not exist in the output polynomial
controlled under some bit conditions.

(THU) Bit Cryptanalysis on Symmetric 31 / 37



Bit Cryptanalysis in Cube Attack

keccak[2][0]=keccak|[7][0]=v(, keccak[2][1]=keccak[7][1]=v1,
keccak[2][2]=keccak(7][2]=v2, keccak[2][3]=keccak[7][3]=v3,
Selected Variables keccak[2][22]=keccak[7][22]=v22, keccak[2][23]=keccak[7][23]=v23,
[

22
keccak[2] [44% =keccak(7] %44]:1144 , keccak[2][45]=keccak|7][45]=v4s5,
keccak[3][15]=keccak[8][15]=v7g

Bit Conditions

keccak[2][4]= k5 + keo + vig7 + v324 + 1, keccak[2][59]= keo + v2s2 + v379 + 1,
keccak[2][7]= kg + k72 + va00 + 1 + v327, keccak[2][47]= vi74 + v367,
keccak[2][6]= k7 + k71 + vig9 + v32e + 1, keccak[2][61]= kg2 + v2s4 + v3g1 + 1,

keccak[2][9]= vi36 + v329 + v393, keccak[2][46]= vi73 + v366,

keccak[2][5]=ke + k7o + vi9s + v32s + 1, keccak[2][60]=kg1 + vas3 + vsgo + 1,

keccak[2][8]= w135 + v328 + v302, keccak[2][48]= vi75 + v3es,

keccak[4][6]= kg + k72 + v200 + v3o1 + 1, keccak[2][62]= k¢3 + v2s5 + v3s2 + 1,
keccak[2][10] = v137 + v330 + v394, keccak[2][26] = ko7 + ko1 + v219 + v3ae + 1,
keccak[2][17] = ki1g + w210 + v337 + 1, keccak[2][29] = vi56 + v349 + v413,
keccak[4][3] = k5 + keo + vig7 + 1, keccak[2][27] = kog + kg2 + va20 + v3a7 + 1,

keccak[2][30] = v1s7 + v350 + va14, keccak[2][25] = vi52 + v345,

keccak[5][49] = ka9 + k113 + vi7s + 1, keccak[2][51] = vi7g + v371 + va3s,

keccak([4][25] = ka7 + kg1 + va19 + 1, keccak[2][40] = kg1 + v233 + vseo + 1,
keccak[2][52]= vi79 + v372 + vase, keccak[2][49]=k50 + k114 + v242 + v3eo + 1,

keccak[3][45] = k110 + v302 + va20 + 1, keccak[3][23] = k22 + v214 + va07,

keccak([3][31] = k3o + va22 + va1s

Fixed Value

keccak([4][44]=0, keccak[4][2] = 1

Guessed Key Bits

k6o, k18, ke2, k61, k22, k110, ke + k70,
k50 + k114, ka1, kag + ko2, k7 + k71, ks + keg,
ke3, kag + k113, ka7 + ko1, kg + k72, k3o

Table: Parameters set for attack 5-round Keccak-MAC-512

THU) Bit Cryptanalysis on Symmetric
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Bit Cryptanalysis in Cube Attack

With all the conditions hold in the former frame,

@ The nine selected variables never multiply with each other by the
end of the second round.

@ The output polynomial on the nine variables is of eight degree
after three extra round.

o Target term wvyv1v2U3V22vV23V44V45V79 Will never appear in the
output polynomial.

e Only 17 key bits are related in the conditions.

By the same way, we could find 17 variables never multiplied with each
other by the end of the second round for Keccak-MAC-384. Multiplied
term of the 17 variables will not appear after 6-round
Keccak-MAC-384 in the output polynomial by the same reason. In this
situation, 32 key bits are contained in the bit conditions.
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Bit Cryptanalysis in Cube Attack

Rounds | Capacity | Time | Data | Memory Referance
5 576 235 | 23 | negligible | EUROCRYPT’15
6 256 266 | 264 232 EUROCRYPT’15
7 256 297 | 264 232 EUROCRYPT’15
5 576/1024 | 2% 224 | negligible our result
6 256/768 240 240 | negligible our result
7 256/512 272 272 | negligible our result

Table: Summary of key recovery attacks on Keccak-MAC

(THU) Bit Cryptanalysis on Symmetric
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Bit Cryptanalysis in Cube Attack

Rounds | Capacity | Time | Data | Memory Referance
7 256 276 | 27 213 EUROCRYPT’15
7 256 242 22| negligible our result
8 256 274 27 | negligible our result
Table: Summary of key recovery attacks on Keyak
Rounds Capacity Time | Data | Memory Referance
4 448 /512 225 | 224 | negligible | INDOCRYPT’11
6 448 252 252 | negligible | AFRICACRYPT’1
5 448/512/1024 | 29 29 | negligible our result
6 448/512/768 | 217 217 | negligible our result
7 448 233 233 | negligible our result

Table: Summary of distinguishing attacks on Keccak sponge function
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Conclusion

o Bit cryptanalysis including the XOR differential

attack with bit conditions or modular differential
attacks

o Usually available to dynamic key-guessing
techniques, and remove the redundancy of subkeys
by bit conditions which are exact methods

o More powerful than searching the differential path
even with automatic searching techniques
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Thanks for your attention!

Questions?
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