
Our Works
The Technique and Concrete Protocol of Kunda and Paterson

Our Contribution
Our Future Research and Conclusion

A Security Proof for Key Exchange Protocol

Trieu Quang Phong
Nguyen Quoc Toan
Khuc Xuan Thanh

Institute of Cryptography Science and Technology
Gover. Info. Security Committee, Viet Nam

June 8, 2016

Trieu Quang Phong - Nguyen Quoc Toan - Khuc Xuan Thanh The presentation



Our Works
The Technique and Concrete Protocol of Kunda and Paterson

Our Contribution
Our Future Research and Conclusion

Our Works

To study the security proof for key exchange protocols.

More detail, to study the proof technique of C.Kudla and
K.G.Paterson in [1], and apply it to prove the security of a
concrete protocol.
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The Technique of Kunda and Paterson
Concrete Protocol of Kunda and Paterson

The Technique of Kudla and Paterson

Theorem 5

Suppose that key exchange protocol Π produces a hashed session
key on completion of the protocol (via hash function H) and that
Π as strong partnering. If the cNR-mBR security of the related
protocol π is probabilistic polynomial time reducible to the hardness
of the computational problem of some relation f and the session
string decisional problem for Π is polynomial time reducible to the
decisional problem of f , then the mBR security of Π is probabilistic
polynomial time reducible to the hardness of the Gap problem of f ,
assuming that H is a random oracle.
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The Technique of Kunda and Paterson
Concrete Protocol of Kunda and Paterson

The Technique of Kudla and Paterson

For Π is the protocol that its session key is computed via a hash
function. If Π satisfies the following conditions:

Π has strong partnering.

The security of related protocol π of Π is equivalent to the
CDH problem.

The DDH oracle can be used to solve the session string
decisional problem of Π.

Then Π is secure by using the hardness of GDH problem.
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The Technique of Kunda and Paterson
Concrete Protocol of Kunda and Paterson

Concrete Protocol

Figure 1. Protocol 1 in [1]
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The Technique of Kunda and Paterson
Concrete Protocol of Kunda and Paterson

The Results of Protocol 1

Let Protocol 1’ be the related protocol of Protocol 1.

Theorem 6 ([1], Theorem 3)

The cNR-mBR security of Protocol 1’ is probabilistic polynomial
time reducible to the hardness of the CDH problem in G.

Theorem 7 ([1], Theorem 4)

Protocol 1 has strong partnering in the random oracle model.

Corollary 8 ([1], Corollary 1)

Protocol 1 is secure in the random oracle model assuming the
hardness of the Gap Diffie-Hellman problem.
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Our Contribution

Figure 2. Protocol 2
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Our Contribution

Let Protocol 2’ be the related protocol of Protocol 2.

Theorem 9

The cNR-mBR security of Protocol 2’ is probabilistic polynomial
time reducible to the hardness of the CDH problem in G.

Theorem 10

Protocol 2 has strong partnering in the random oracle model.

Corollary 11

Protocol 2 is secure in the random oracle model assuming the
hardness of the Gap Diffie-Hellman problem.
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The Difference between Protocol 1 and Protocol 2

The session key of protocol 1:

H(g axBmodp, gbxAmodp,XA,XB ,TA,TB)

The session key of protocol 2:

H(g abmodp, g xAxBmodp,XA,XB ,TA,TB)
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The Difference between Protocol 1 and Protocol 2

Here,

η is the probability which an adversary can break the the
security of protocols.

np is the number of participant.

ns is the is the maximal number of session at each
participant.
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Our Future Research

To study key exchange protocols (eg. SIGMA, JFK,
SESPAKE,...). And, we still have some indistinctness points
in these protocols.
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Thanks for your listening!
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